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Build better 
‘connected products’  

In their paper "The Death of IoT Security as 
You Know It", Gartner recommended in 
November 2017 that security & risk managers 
must stop expecting large, defined IoT 
security markets to evolve and that specific 
niche technologies must be deployed. miaa 
Access provides a platform specifically aimed 
at IoT security governance and IoT security 
scalability. 

This white paper looks at the essential role 
and requirements for access management in 
loT and for identiy management in relation to 
IoT digital twins. 

Need for IoT security 
As the loT ecosystem diversifies to include 
more devices, applications, services and 
people, the complexity of access itself has 
increased as well. The IoT ecosystem typically 
encompasses: 

• Systems and platforms such as an event 
data recorder, an engine controller, a 
smart lock and remote sensors 

• Data on usage, events, individual 
configurations, or current state, 
distributed across multiple controllers and 
systems 

• Organisations such as a manufacturer, 
distributor, insurance company, 
government agency and caring services 

• Individuals including employees of the 
organisations as well as third-party 
workers, installers, retailers and auditors. 

Within this dynamic context, an IoT service 
operator must maintain control over exactly 
who is allowed to access which data under 
which circumstances. On the one hand, the 
seamless flow of loT data is crucial for 

building rich, end-to-end digital experiences. 
On the other hand, a lapse in security and 
control can have devastating consequences, 
from theft of sensitive personal data to 
sabotage and ransomware. 

Maintaining trusted identities, control, and 
manageability is challenging enough for 
hundreds or thousands of devices, but at a  
scale of millions of things connected with 
dizzying complexity, there’s simply no way to 
make loT security work using manual 
measures. miaa Access is a robust identity, 
access and authorisation management that 
provides the automated capabilities for 
keeping even the most expansive loT 
ecosystem well managed and secure. 

Role of "identity" in IoT 
Identity makes it possible to manage access 
control at scale. For example, a device can call 
out to miaa Access to get permission to self-
install—a critical capability for installations 
that are too large-scale for manual 
deployment. An IoT device can verify whether 
a technician can control it or can retrieve data 
from it, while the IoT device itself can also 
access applications for software updates and 
for data uploads. 

Traditional identity providers fall short of 
what’s needed now since the focus on 
authenticating people only. miaa Access 
builds on these capabilities and extend it to 
meet IoT access requirements: 

• Identity no longer applies exclusively to 
people. In fact, things need identities of 
their own, and engage in their own 
complex relationships. 

• Many users will now use different 
personas to reflect to their role or tasks at 
a particular moment, switching among 
them as their needs change. Both identity 
and risk vary according to context, calling 
for a more flexible approach to 
authentication and authorisation. 
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miaa Access even allows identities to be 
assigned not only to people and devices, but 
also to services. This allows a higher level of 
control over the interactions among things 
and data, such as applying different levels of 
authorisation for different people and 
devices. 

An operator can be given authorisation 
appropriate to their specific role and training; 
a third-party service technician can be given 
different authorisations for different 
contexts. Fundamentally, self-serviced 
identity and relationships makes it possible to 
control and manage the interactions among 
people, things and organisations at scale. 

Supporting loT use cases 
IoT continues to expand and fragment into 
multiple segments with diverse requirements. 
Next to industrial-IoT, Gartner currently 
distinguishes two other IoT segments: 

• consumer-IoT: wearables, smart home, 
appliances, fitness, connected-car 

• commercial-IoT: health care, smart 
buildings, smart cities, energy, automotive 
telematics. 

Since these two segments particularly need 
management of the ecosystem, they have 
become the primary focus of miaa Access to: 

• establish a trusted identity to IoT 
components 

• build trusted relationships between the 
users and their things 

• enable fine-grained access and 
authorisation 

• delegate the administration entirely to 
end users 

Business transformation initiatives to increase 
competitive differentiation, customer 
satisfaction and loyalty, and revenue, can 
leverage miaa Access and: 

• create rich, customer-centric experiences 
that follow customers across devices, 
platforms, and contexts 

• manage very specific consents that 
enables the IoT services to share sensitive 
pieces of information with other people 
on a strict need-to-know basis 

• understand the relationships and 
interactions among people, services, and 
things in a given environment to feed 
product management and marketing 

• implement segregation of duties and 
acknowledge that people can have 
different roles in relation to different IoT 
devices. 

Example: smart e-car charger  
Knowing the shortage of public chargers for 
electrical cars, a customer transforms its 
business by enabling its customers to share 
the e-car charger with friends and bypassers. 
The associated digital service can:   

• authenticate the installer before 
authorising actions such as resetting and 
activating the charger 

• authenticate the owner before authorising 
actions such as unlocking and charging a 
car 

• authenticate the owner before giving 
access to others to use the owner's 
charger  

• set limitations for the other driver’s time 
of use 

• share data on the charger with a service 
company for predictive maintenance 

• share data on the usage by a person on 
the use of the charger for billing 
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Guiding principles for loT 
Success 
Given the scale and complexity of the 
ecosystem of consumer-IoT and commercial-
IoT, it’s crucial to take a thoughtful approach 
to design and execution:  

• define a bold, end-to-end vision for your 
loT strategy. How will it reshape your 
relationship with your customers and their 
relationship with your products and 
services? 

• define the “smart” version of your 
business—as in, moving from pet food 
sales to pet care services, or from 
appliance sales to smart building services. 

• think big, act small, move fast: since 
transforming a business has many 
unknowns, start small by solving a clearly 
defined existing problem with a relatively 
simple solution to build expertise, then 
continue to expand in line with your 
guiding vision. 

miaa Access helps companies build a 
foundation for loT services and establish trust 
among all elements of the ecosystem: 

• fully delegated administration using 
identity proofing, corroboration and 
workflows to nail down relationships 
between tens of millions of identities. 

• a single, unified platform to enable the 
breaking down of silos and accelerate the 
time to market. 

• a seamless integration with existing 
infrastructure to leverage the full value of 
existing capabilities while extending to 
new loT capabilities. 

• API integration with existing and new 
business processes. 

Conclusion 
miaa Access is designed to support a wide 
variety of loT use cases including: 

• creating, storing and corroborating an IoT 
device's identity with auto-registration 

• authenticating an IoT device to a cloud 
service before authorising it to access 
cloud APIs 

• fully customising the loT user experience 

• establishing (and revoking) an association 
between device and user identities 

• establishing (and revoking) an association 
between user and company identities 

 

 


