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Control access for 
people, things and 
microservices 

miaa Access offers a unique approach to 
access management. Rather than requiring 
back office staff to enter permissions, 
entitlements and privileges, we allow end 
users to say things about themselves. Based 
on those characteristics, miaa Access checks 
whether somebody should get access at a 
certain point in time, given a certain context 
and given relationships and qualifications. 

Building on identity 
management 
miaa Access does not aim to reinvent 
customer identity management. It builds on 
existing platforms, such as Akamai Identity 
Cloud and Microsoft Azure AD for B2C, and 
adds scalable access and authorisation to it. 

Powerful access and authorisation 
management can help companies to create 
innovative digital services in a world were 
sharing is becoming the new mantra. 

To enable this, miaa Access provides a level of 
security that is beyond traditional consumer 
platforms and addresses the strong 
requirements of banking, health care and 
professional access. Yet, it offers the 
scalability typically associated with consumer 
platforms, with self-service and frictionless 
interfaces. 

Offering access and 
authorisation 
miaa Access provides the most 
comprehensive and flexible set of API's 
required for customer access and 

authorisation management, as well as 
traditional access management capabilities. 
These API's include support for step-up 
authentication, mobile push authorisation, 
contextual authorisation, bring-your-own-
identity, identity proofing and corroboration, 
privacy and fine-grained consent. And best of 
all, miaa Access API's are unique by 
supporting shared access, with different 
levels of authorisation depending on (1) 
somebody's type of relationships, (2) the 
overall security policy and (3) the consents 
granted by individuals. 

Features and benefits 

Policy-driven authorisation 
miaa Access enables a number of different 
approaches to coarse and fine-grained 
authorisation: 

• configure the security policy to be 
enforced 

• configure the fine-grained authorisation 
rules relative to shared access 

• enforce access and authorisation through 
explicit API calls that return XACML 3.0 
responses 

• enforce access and authorisation by access 
tokens that represent the permissions 
granted at that moment and in a particular 
context 

• extend access and authorisation to 
external services or loT devices and things. 

Relation-driven authorisation 
miaa Access offers API’s to establish a 
network of relations. These relations can then 
be used later on for making authorisation 
decisions. These relations stand for: 

• sharing digital resources or the digital 
representations of physical resources in a 
certain capacity. As indicated above, a 
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digital resource being shared can be a 
patient’s health record, a video-on-
demand subscription, a smart appliance, 
an account, etc. and the capacity can 
range from ‘is owner of’, ‘is care giver of’, 
‘is payer of’, ‘is installer of’ or ‘is visitor of’. 

• being member of a group in a certain 
capacity. A group can represent a family, 
an employer, a clinic, an association, a 
sports club, a team, and the capacity can 
range from ‘is family head for’, ‘is family 
member of’, ‘is HR director for’, ‘is 
employee at’ to ‘is guest at’. 

This relational model is surprisingly powerful 
in unlocking practical use cases that make the 
relationship between professionals and 
consumers explicit. 

To allow self-declared relations to be used in 
authorisation decisions, miaa Access starts a 
validation workflow after these relations have 
been declared by the user. The workflows are 
rule-driven and include options like: 

• Invitation by an authorised person, after 
which the invitation can be 
accepted/rejected by the invitee, 

• Or, self-enrolment by any person, after 
which the enrolment can be 
accepted/rejected by an authorised 
person. 

Consent-driven authorisation 
miaa Access enables consumer and 
professional users to grant or withdraw 
specific consents relative to the use of their 
characteristics by digital platforms and by 
other users: 

• configure consents to reflect a specific 
policy in a certain language and applicable 
to a certain jurisdiction 

• enable the user to give consent for a 
specific period of time and for specific 
purposes only 

• before giving access to user data, miaa 
Access systematically checks whether 

appropriate and sufficient consent has 
been obtained from the user 

• obtain consents and proof of consent 
according to UMA 2.0. 

Scalable authorisation 
miaa Access implements a flexible 
architecture offering both stateless and 
stateful modes designed for the demands of 
large scale and elastic deployments such as 
DevOps environments with microservices, 
and Internet of Things (IoT): 

• provide Single Sign-On for multiple 
resources on one domain and across 
domains, and use a single authentication 
credential to access all resources 

• implement stateless sessions for highly 
distributed elastic deployments with 
nearly unlimited horizontal scalability 

DevOps and Developer Support 
Develop against the platform’s common 
RESTful APIs that enable JSON over HTTPS. 

Engage Security Token Service to 
automatically translate protocols for 
providers who support different standards for 
federation and authentication. 

Perform audit and troubleshooting using logs 
that is consistently applied across the 
platform, and enables correlation of events, 
access and activity. 

Support large-scale, highly available 
implementations with millions of users, tens 
of thousands of concurrent sessions, and 
thousands of authorisations per second. 

Supports of next generation standards for 
cloud and mobile, including full 
implementation of OpenID Connect and 
OAuth 2.0, ensuring interoperability and 
consistent behaviour for developers. 

 


